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“To achieve the Corporate Plan requires  
us all to be risk managers, each with: 
� courage to take informed risks;  
� improved ability to recognise where, 

when and how to take up opportunities 
and also minimise negative risk 
impacts; 

� confidence to demonstrate that risks 
and opportunities have been 
managed.  

Once we have done this we will have the 
right culture as an organisation and each 
of us will naturally practice risk 
management with the outcome that we are 
known and trusted as an organisation who 
seek to reduce potential pitfalls and deliver 
quality services.”  
 
Penny Thompson, CBE,  
Chief Executive,  
Brighton & Hove City Council 

“Managing risk is part 
of everything we do.  
 
In these challenging 
times, this strategy 
can help us, and our 
partners, to deliver for 
the city.” 
 
Cllr Jason Kitcat, 
Leader of Brighton & 
Hove City Council 

111



Page 2 of 14  Risk Management Strategy January 2013

  

Purpose of the Risk Management Strategy 
 
The council’s Risk Management Strategy exists to co-ordinate activities to direct 
and control an organisation with regard to risk1.  
 
The benefits gained in managing risk effectively include: 
 

� Better focus on business objectives which affect achievement of the 
Council’s priorities and Corporate Plan; 

� Improved strategic, operational and financial management; 
� Increased ability to assess and take up opportunities which are likely 

to succeed;   
� Confidence to change practice and methods of service delivery to 

improve outcomes for the City receives;  
� Better and more transparent decisions.  
 

 
The Risk Management approach should be proportionate to the needs, size and 
complexity of the council and appropriately recognise the impact on the public of 
council services and functions to help build trust particularly as we move 
towards more collaboration, altered service delivery at the council and across 
the public sector partners, financial challenge and legislative change.  
 
It can help to prioritise, use and channel available financial (or other resources) 
appropriately to enable achievement of outcomes for the community of Brighton 
& Hove by providing a method to enable Risks and Uncertainties to be managed 
through agreed arrangements for: 

� Identifying 
� Assessing & judging risks (including escalation to 

the management level above) 
� Assigning ownership 
� Taking action to mitigate or anticipate them (to be 

recorded in a risk register) 
� Monitoring and reviewing progress2 

 
Risk management is an essential element of an organisation’s Governance 
Framework in respect of the council’s arrangements and how it works with 
partners to achieve council and city priorities and outcomes3. Risk Management 
is a robust, systematic and documented process so that the council has an 
overview of how risks (such as threats or issues which could prevent 
achievement of objectives) and positive opportunities (such as those connected 
with innovation and working with others creatively to achieve objectives) has is 

                                            
1 Based on “Risk Management: Process & Guidelines” BS ISO 31000: 2099 (BSI) which defines 
Risk as “the effect on uncertainty on objectives” and further expands that “an effect is a positive 
or negative deviation from what is expected”. 
2 Based on HM Treasury’s–The Orange Book Management of Risk - Principles and Concepts 
October 2004 but also in existence at the council through the I DO RM campaign:  Identify, 
Decide & Order, Resolve Action and Record in a Risk Register, Monitor effectiveness. 
3
 See Brighton & Hove City Council Corporate Plan 2011-15 for council priorities, and 

Brighton & Hove Sustainable Community Strategy for Strategic City Outcomes. 
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managed and responds to better protect the council and the community of 
Brighton & Hove. 4   
 
The Risk Management Strategy 2013 is reviewed and updated annually to keep 
it relevant to the council’s priorities (it is a “living framework”). It: 

• continues to recognise that the council operates in an uncertain world, 
where the people, environment and communities of the city may be at risk; 

• is a tested, understood and shared method to review priorities or challenge 
performance towards achievement of outcomes5;  

• better reflects new, or emerging, circumstances to protect and ensure the 
safety of decisions; service design, innovation and delivery whilst also 
helping to improve strategic, operational and financial management; 

• improves the ability of risk management to enable opportunities, whilst 
minimising losses and maximising resources for the services provided or 
commissioned; 

• emphasises that in addition to application of risk management processes, to 
successfully manage risks involves personal accountability and is a 
behavioural trait to be encouraged in and expected from individuals. A 
dynamic risk aware culture is vitally important.   

 
 
Aims of the Strategy 
 
To bring openness, transparency and consistency in understanding what risks 
and uncertainties the Council, and other organisations which the Council work 
with, face in delivering services for the city. 
 
To identify and prioritise issues and plan to deliver improvements to effectively 
manage negative risks or enhance positive opportunities so that the Council’s 
objectives and city outcomes are achieved. 
 
Our Risk Management Approach 
 
To accord with best practice the Council’s approach aims to get the right 
balance between innovation and change on the one hand, and the avoidance of 
shocks and crises on the other. This is why it can be useful to refer to risk 
management also as ROM (Risk & Opportunity Management). 
 
Building on previous work and understanding, this 2013 Risk Management 
Strategy will be to continue to:  

• embed risk management into the culture of the council by integration into 
existing processes (such as business planning and project management) 
and frameworks (the council’s Performance & Risk Management 
Framework is evidence) to enable management of uncertainty in a 
systematic, effective and efficient manner;  

                                            
4
 This has been recognised by the council for some time, the previous Risk & Opportunity 

Management Strategy 2008-2011 refers. 
5
 During 2012 the Council and city partners have been informed by the risk management 

process to improve outcomes through performance challenge. 
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• recognise good practice and share the expertise of related risk 
disciplines, e.g. community safety/public health; financial planning 
including insurance; health and safety; and sustainability;  6 

• work with partners to share, improve and update our processes to either 
anticipate and/or respond to changing operating environments and 
requirements. 

 
Brighton & Hove City Council believes risk needs to be managed rather than 
avoided and will be proactive to ensure it takes an acceptable level of risk 
depending on the particular application and specific objectives; the council’s 
“risk appetite7” will be informed by the risk management process as set out in 
this strategy applied to various objectives and through the risk scoring 
mechanism in the risk matrix.   
 
 
ELEMENTS OF THE RISK MANAGEMENT STRATEGY 
 
These elements support delivery of the Risk Management process as set out in 
the diagram below: 
 
 
 
 
                                      Risk Identification & Risk Measurement 
 
 
 
 
Risk Review          Risk Register 
      
 
 
 
 
                                      Performance & Risk Management Framework 

 
Some risks will always exist and can never be eliminated; they therefore need to 
be appropriately managed. This Strategy sets outs how the Council will: 

• Establish clear roles, responsibilities within the council for Risk 
Management as part of the Council’s decision making and operational 
management processes, e.g. Service/Business Planning, 
Commissioning, Project Management, Partnerships and Procurement 
processes (Strategy Element 1)  

                                            
6
 The Council’s Risk Management Steering Group, an informal group chaired by the Risk 

Manager, which meets twice a year (and on an ad-hoc basis as required) includes 
representation of these disciplines. 
7
 A risk appetite is defined in IS03100 as the “amount and type of risk that an organisation is 

prepared to pursue, retain or take”.  
 

3 ELEMENTS of 
STRATEGY 

1. Clear roles & 
responsibilities 

2.  Shared tools & methods 
3. Training & Learning 
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• Provide a shared methodology which can be used to ensure common 
standards and an understanding of risk management to provide an 
overview of risks to which the Council is exposed  (Strategy Element 2)  

• Reinforce the importance of effective management of risk through training 
and provision of opportunities for shared learning (Strategy Element 3) 

 
 

Strategy Element 1 – Clear Roles & Responsibilities for Risk Management 
 
The Risk Management Strategy 2013 sets out the roles and responsibilities for 
risk management in the Council and how each party is expected to deliver (see 
the table below) so that: 

√ everyone knows how they contribute within the Council wide framework 
to understand and manage risks at the level which applies to them so 
that the Council’s exposure to risk is within its acceptable limits; 

√ risks, both “downside” threats or “upside” opportunities, are appropriately 
managed at least in accordance with specified roles and responsibilities 
or, if beyond the individual’s direct control, they are  “escalated” to the 
management level above;  

√ the identification of risks is an ongoing task and aligned with business 
planning and performance management arrangements. 

 
 
Those with a responsibility to manage risks (either a person or a group) are also 
known as “Risk Owners”, they have authority to ensure that action in response 
to risk is appropriate.  
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Roles & Responsibilities for Risk 
Management 

How 

All Staff and Risk Owners delivering a particular service or business objective 
(including Corporate Management Team and Heads of Service) 

* Achievement of agreed objectives within legal 
and budgetary boundaries 
* Proactive risk & opportunity management in their 
day to day activities 
* Agree resource allocation within their allowed 
boundaries 
* Identify the need for escalation of risks through 
the reporting process 

* Through ownership of a business plan with a 
robust and integrated risk register 
* Through ownership of a project plan and 
associated risk register 
* Make use of the comprehensive risk 
management information on the Council’s 
intranet and access training to assist them in 
fulfilment of their responsibilities 
* Scheduled progress meetings, e.g. with 
manager or project board to report progress 
towards achievement of objectives & 
management of risks 
*  Behave appropriately in role on behalf of the 
Council 
 

Risk Owner for organisations delivering services for, or with, the Council e.g. 
contractor/supplier/partners 

* Comply with their own organisation’s risk 
management arrangements 
* Achieve objectives agreed with the Council  

* Provide evidence of organisation’s risk 
management arrangements  
* Scheduled progress meetings 
*  Know who they need to be working with in 
ensuring safe and sustainable service delivery 

The Executive Leadership Team (ELT)  
* Manage the strategic risks faced by the Council, 
including in its partnership work 
* Responsible for reviewing and developing the 
strategic risk register at least six monthly and 
management action plans to address risk 
* Provide the leadership and support to promote a 
culture in which risks and opportunities are 
managed with confidence at the lowest appropriate 
level 

* Risk Owners to review, or delegate 
responsibility via the usual Performance & Risk 
Management Framework arrangements for the 
purposes of reporting to Councillors and the 
Audit & Standards Committee 
* Ensure that any significant approved new 
projects or changes have appropriate risk 
management arrangements  
* Ensure that reporting of the Strategic Risk 
Register clearly informs the public of reasons for 
any additions or deletions 
*  Ensure lessons are learned across the Council 

Members (Councillors) 
* Require the Risk & Opportunity Management 
paragraphs in reports submitted for decisions 
making to be completed and satisfy themselves on 
the information contained 

* Make use of the comprehensive risk 
management information on the Council’s 
intranet and access training to assist them in 
fulfilment of their responsibilities 

Council Elected Member Leadership (Policy & Resources Committee) 
* Approve the Risk Management Strategy 
* Require the Risk & Opportunity Management 
paragraphs in reports submitted for decisions 
making to be completed and satisfy themselves on 
the information contained 

*Make use of the comprehensive risk 
management information on the Council’s 
intranet and access training to assist them in 
fulfilment of their responsibilities 

The Audit & Standards Committee 
* Ensure independent assurance of the adequacy 
of Risk Management and the associated control 
environment 

* At least annually receive the strategic risk 
register, and reports on risk management 
arrangements, Risk Management Programme 
and progress  
* Where it considers it appropriate, make 
recommendations to the relevant Council body; 
in most cases this would be the appropriate 
Committee 
* Engage in Risk Management to increase their 
knowledge and understanding and ensure 
lessons are learned across the Council and 
partners 
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Strategy Element 2 – Shared Tools & Methods for Risk Management 
 
The Risk Management tools and methods have been updated to better reflect the 
current environment and challenges relating to council operations, and also to enable 
the better consideration of opportunities to assist the council to creatively develop a 
variety of policy and financial levers to unlock sustainable growth8; and work 
effectively with partners in creative ways including enabling residents who wish to 
develop alternative solutions to improve the city.  
 
The Council’s risk management methods includes a series of well defined steps to 
support better decision making through understand of risks, whether a positive 
opportunity or negative threat and their likely impact.  
 
The “Dual Risk Matrix” set out in Step 2 is a further development of the previous risk 
matrix shared between the council, NHS and Civil Contingencies partners (which is 
retained, but only considered “downside” negative risks). The new Dual Risk Matrix 
uses the same methods as before to also assess positive opportunities. Both sides of 
risks/uncertainties can be consistently assessed and the management activities for 
each included in a Risk Register. 
 
By continuing to develop a common understanding, and practice of risk management, 
the following benefits will be achieved to help deliver the Council’s objectives: 
 * the “risk appetite” for services delivered by or in connection with the Council is 
consistently understood (i.e. the level of risk that is acceptable) and escalation of risks 
to the management or decision-making level above is carried out in an ordered way;  
* risk registers are completed on significant and high risks to enable an overall picture 
of risk exposure whether through direct service provision or in conjunction with other 
parties;  
* decision-makers may be assured that the strategic objectives of the council, 
including related objectives of its partner organisations, external parties or business 
partners, stand a good chance of being successful;  
* managers and staff are equipped to identify, record, escalate, monitor and regularly 
review the effectiveness of risk management arrangements. 
 

There are 3 Steps of the Risk Management Process: 

• Risk identification 

• Risk measurement 

• Risk registers  

Once actions have been agreed and set out in the risk registers, they will be direct a 
business plan actions and service and individual performance via the council’s 
Performance & Risk Management Framework arrangements. 

 
 
 

                                            
8
 Brighton & Hove City Council Strategic Risk Register – Updated 3 October 2012 – Strategic Risk 4 

“Economic Resilience and Sustainable Economic Growth” 
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Step 1: Risk Identification  
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Risk Management starts with being clear on the objective to be achieved and then identifying 
risks which could affect achievement of that objective. The Risk Categories checklist below is 
used to prompt identification of risks or issues (new additions are denoted in italics). 
 

Risk Categories Checklist 
Professional/Managerial/Partnerships – Recruitment/Retention of qualified staff; Capacity;  
Investing in Training; Skill mix of employees and community or commercial groups where a statutory 
or civil responsibility may attach to the council;  Over reliance on key officers; Ability to implement 
change; Effective management of partnership working; Understanding of data quality and practice 
 

Economic/Financial – Impact of national economic position; Failure of major project(s); Missed 

business and service opportunities; Failure to prioritise, allocate appropriate budgets and monitor; 
Inefficient/ineffective processing of documents. 

Social – Meeting the needs of disadvantaged communities; Tracking the changes in population 
base; Employment opportunities; Health & Well-Being implications on community; Regeneration; 
Partnership working; Life-long learning; recognising contribution to council’s key social initiatives 
such as Stronger Families, Stronger Communities. 

Technological – Functionality and reliability of IT systems – impact on service delivery; Data 

security issues; Inability to implement change; Obsolescence of technology; Technology strategy; 
Enabling of service and cost improvements; impact of individual service systems on corporate ability 
to prepare for IT disaster recovery and business continuity 

Legislative – Meeting statutory duties/deadlines; Breach of confidentiality/Data Protection Acts 

requirements; European Directives on Procurement of Services; Implementation of legislative 
change. 

Physical – Human Resources issues; Loss of intangible assets (e.g. intellectual property); Health 

and Safety; Loss of physical assets (e.g. damage to property as a result of fire or theft). 

Contractual/Competitive – Over reliance on key suppliers/contractors; Ineffective contract 

management; Contractor failure; Lack of existing markets. 

Equalities – Workforce Composition – across all persons who provide a service on behalf of the 

council and its partnership work; Appropriate recognition of the diversity of Service Users/Customers, 
e.g. age, ethnicity, gender, disability, religion; Ensuring consistent minimum standards to meet 
legislative duties (incl. training, sharing policies & best practice); Altering working practices as 
necessary to meet diverse needs and ensure no discrimination; Ability to demonstrate equalities in 
action (incl. monitor, evaluate and review). 

Political – Impact of Strategic Priorities on business activities; Clarity & cohesion in decision 

making; Impact of Central Government policy on local policy/local initiatives. 

Environmental/Sustainability – Energy use (efficiency), energy costs, energy supply; Climate 
Change Adaptation of Services ( including extreme or sustained weather events);  Waste 
Management – correct disposal, hazardous waste; Waste reduction and recycling issues; Noise and 
street scene implications; Pollution control, air pollution, spillages; Water conservation; Transport 
implications. 

Practice & Clinical Issues, including Clinical Governance – Practice issues; Patient 

Safety; Clinical Governance; Clinical Procedures; On-going professional development; Loss of key 
clinical staff. 

Customer/Citizen – Appropriate consultation; Quality customer care; Access to services; Views of 

Service Users and/or viewpoint of patients; Political support, e.g. Members of city council. 

Fraud & Corruption – Appropriate segregation of duties; Security of data and other assets; 

Hospitality/Gifts Policy, Record Keeping and Monitoring; Trends of working/sickness absences 
(potentially fraudulent); Level of awareness of fraud risk exposure at service level; Whistleblowing; 
Verification/Validation checks e.g. before staff/contractor appointments/cash transactions;  
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